Abstract. With raising the number of cyber crimes, the need of having a proper digital forensic process also increases. Although digital forensics is practiced in recent years, there is still a big gap between previously suggested digital forensics processes and what is really needed to be done in real cases. Some problems with current processes are lack of flexible transition between phases, not having a clear method or a complete scenario for addressing reliable evidence, and not paying enough attention to management aspects and team roles. This paper provides a process model by paying special attention to the team roles and management aspects as well as both exculpatory and inculpatory evidence.
Introduction
Digital Forensics is the process of data acquisition from digital media and its analysis in order to be able to provide admissible information to the court of law. In some investigative cases, the goal is to find the criminal who should be prosecuted, while in some other cases; the goal is to exculpate an accused individual. Thus, found evidence may be useful for one case, while being useless for another case. This leads the investigators to look for specific types of evidence.
Previous Work
Comparative study of the previously proposed processes give us a good view of what is done and what needs to be done. Lacks of the previous models are listed below to evaluate the efficacy of our model. Based on our research, most digital forensics processes are successful in proposing a proper framework except some weaknesses to be considered for having a generalized process model that is applicable to most digital forensics cases.
We show following shortcomings in order to present a new process model. 1. Paying enough attention to documentation, preservation, management and computer based tools is one of the important issues that can have a strong affection for being successful in inducting a good presentation and obtaining a good result in court of law. At this point, these activities should be done perfectly during the process, and cannot be considered as a single activity, done either during one single phase or within a limited time in one specific sub-phase. None of the processes gave enough attention to this issue. 2. Failing to clearly explain the interpretation process, its phases and transitions between phases could cause serious problems for digital forensic processes, for example, it could have impact on the efficiency of finding reliable evidence and defense quality at the end of the investigation. Digital forensic process is still lacking from not mapping its transactions with a standardized graphical model in order to formalize the cyber forensics process. 3. Having an iterative process is extremely needed since it is only embedded in some part of current processes. 4. Failed assessments could be a proof that management has not been integrated properly in the process and as a result, quality of the investigation could not have been controlled. 5. In current processes, it is only mentioned that we should find the reliable evidence while there is no way or suggestion for meeting this goal, furthermore type of evidence is not considered at all during a digital forensic investigation.
A Process Model for Inculpatory and Exculpatory Cases
This paper introduces a new process model for digital forensics. This process model is a project performed by different roles participating in different teams. Like all projects, we have to define roles for team members as well as paying enough attention to the manager role. Following is the graphical diagram of the proposed process:
Initialization
The first phase in this model is initialization that is a starting point once an incident has occurred. The first step is the scope of paying a significant attention to the case management and its impact on entire process. This model implies having different roles for individuals involved in the process. Initialization phase contains two sub-phases in which manager and inspector do different activities to start the investigation.
